TThe SCPS Security Protocel
(SCPS-SP)

urity protocol provides optional end-to-end
protection of transmitted data:

e.g., telecommand uplink
e.g., science data downlink
from instrument operator to Instrument

SCPS-SPis based on SP3/NL SP w/reduced
protocoel header overhead

SCPS-SP provides confidentiaity, integrity,
authentication, access control

SCPS-SP prevents unauthorized access,
Interception, modification, speofing/masguerading
SCPS-SP'i's algorithmic independent § \ A




Security’ Protocoll Protection
Seyvices Concept:

Authentication:
- Implicit: key selection hased on seurce/destination pair
- explicit: address info contained in pretected header
Integrity:
- Integrity echeck value taken over the PDU + secret key

Confidentiality:

- encipherment ofi PDU (and check value, if present)
Access Contrals:

- Implicit access controlsbased on key management

= distribution of keys hetween pairs of systems allowed to
communicate

- embedded security label eption available tocheck classfication

level range
SPARTA




Overview: How Does a Secur ity
Protocoel Work?

® Provides security services and mecnanismsito the SCPS
protocol suiteteprovide infermation pretection

® On transmit, the Security Protecol:

. recavesa PDUfirom a higher level pretecol (eg.,
Trransport),

. appliesrequestedi(or required, per security policy)
SECUr Ity Services,

. lnandsia PDU toithenext lower protocol (e.g.,
Network) for transmission ever the networ

® On receve, the Security Protecol:

. lrecaivesa PDU frrom lower layer protocol (e.0.
Network)

. attempts to un-apply Secur ity serVices

. i un-applicationiof security passes, hands PDU to: ((-/\'J[/\
next upper layer protocol




IHow Doees a Secur ity Protocol Work?

Upper Layer Protocol
(e.g. SCS-TP)

!

* Securi : * Removal of
a;&ﬁ;gy SEIICES SCPS previously applied
- encryption of Security Protocol security
upper layer PDU

- authentication of I
upper layer PDU

Lower Layer Protocol
(e.g. SCPS-NP




SCPS-SP'Header Structure

Confidentiality (encrypted)

: Securit
NetviorK Security Protocgl
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Types of Cryptograpny

e Link Encryption

“traditional” cryptegraphic implementations for both ground
and space applications

point-to-point
many cryptegraphic devices involved

many encrypt/decrypt eperationsen ahep-hy-hop basis- data s
exposed and thereferevulnerable

e End-to-End Encryption
protection from the data’ sieriginto the data’s destination

data Isencrypted at the source and decrypted only at the
destination - no data exposure at Intermediate systems

much fewer cryptographic devicesinvolved than link

SPARTA




Types ofi Cryptoegraphy: - llustration
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SP. Status

® A CCSDS Red Book (version |1i) has been completea
(CCSDS 713.5-R-3)

® A military standard version ofi the specification has lbeen
completed (M L-SI'D-2045-43001).

® An SO draft internationall standard Isout for ballet
(ISO/DIIS 15892).

O Ref%ence Implementation code has been written anad
iested.




